
Exponent 
tab. mod 11
Z11*

Z10

^ 0 1 2 3 4 5 6 7 8 9 10

1 1 1 1 1 1 1 1 1 1 1 1

2 1 2 4 8 5 10 9 7 3 6 1

3 1 3 9 5 4 1 3 9 5 4 1

4 1 4 5 9 3 1 4 5 9 3 1

5 1 5 3 4 9 1 5 3 4 9 1

6 1 6 3 7 9 10 5 8 4 2 1

7 1 7 5 2 3 10 4 6 9 8 1

8 1 8 9 6 4 10 3 2 5 7 1

9 1 9 4 3 5 1 9 4 3 5 1

10 1 10 1 10 1 10 1 10 1 10 1

22≠1 mod 11 & 25≠1 mod 11

62≠1 mod 11 & 65≠1 mod 11

72≠1 mod 11 & 75≠1 mod 11

82≠1 mod 11 & 85≠1 mod 11
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In general, it is a hard problem, to find a generator of Zp
* but using strong prime p the generator in Zp

* can 
be found by random search satisfying two following conditions: number p must be strong prime.
Number p is strong prime if it is prime and p = 2*q + 1, when q - is prime. Then q = (p-1)/2.
For example: p = 11, then p = 2*5 + 1 = 11.

>> p=genstrongprime(28)
p = 260 563 559
>> pb=dec2bin(p)
pb = 1111 1000 0111 1110 0010 0110 0111
>> isprime(p)
ans = 1
>> isprime(12)
ans = 0
>> q=(p-1)/2
q = 130281779
>> isprime(q)
ans = 1

>> g=2
g = 2
>> mod_exp(g,q,p)
ans = 1
>> g=3
g = 3
>> mod_exp(g,q,p)
ans = 1
>> g=4
g = 4
>> mod_exp(g,q,p)
ans = 1
>> g=5
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Discrete Exponent Function (12/14)

Let as above p=11 and is strong prime in Z11
* ={1, 2, 3, …, 10} and generator we choose g = 7  from the set ={2, 6, 7, 8}.

Public Parameters are PP=(11,7), Then DEFg(x) = DEF7(x) is defined in the following way:

DEF7(x) = 7x mod 11 = a;

DEF7(x) provides the following 1-to-1 mapping, displayed in the table below.

x 0 1 2 3 4 5 6 7 8 9 10 11 12 13 14

7x mod p = a 1 7 5 2 3 10 4 6 9 8 1 7 5 2 3

Let p is strong prime p = 2*q + 1, when q - is prime, then for all g

gq ≠ 1 mod p; and g2 ≠ 1 mod p.

ans = 1
>> g=5
g = 5
>> mod_exp(g,q,p)
ans = 1
>> g=6
g = 6
>> mod_exp(g,q,p)
ans = 1
>> g=7
g = 7
>> mod_exp(g,q,p)
ans = 260563558

p = 260 563 559,   g = 7

>> p128sin >> p128def
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